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(a) A Masked Face in
a Doctor’s Waiting Room

(b) A Blurred Face while
Jogging in the Park

(c) A Face-Swapped Face in
a Living Room

Figure 1: We investigated video face obfuscation through an online pre-study that selected contrasting recording contexts and
a laboratory study that compared masking, blurring, and face-swapping applied to participants’ own and another person’s
face. Participants perceived masking as the strongest method, although the methods did not differ in their overall ranking.
They prioritized stronger protection for themselves and an enjoyable viewing experience when evaluating another person’s
obfuscation. Context further shaped comfort with recording and the perceived need for obfuscation.
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Abstract
Prior work on privacy-preserving face replacement suggests that

face-swapping can protect identity while preserving the visual ex-

perience of static images. We examine whether these conclusions

extend to a narrower setting: face obfuscation in short, contextu-

ally framed videos that include participants’ own faces. Through

an online study (𝑁 = 121) and a laboratory study (𝑁 = 18), we
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compare masking, blurring, and face-swapping across recording

contexts and between self- and other-obfuscation. Participants per-

ceivedmasking as stronger than face-swapping for their own videos

and reported greater discomfort with face-swapping, while eval-

uating face-swapping more favorably when it was applied to an-

other person. Context influenced comfort with being recorded and

the perceived need for obfuscation. These findings qualify, rather

than causally contradict, prior image-based evidence: conclusions

about generative replacement do not uniformly transfer to the

self-obfuscation scenarios studied here. We derive implications for

context-sensitive and preference-aware video obfuscation.

CCS Concepts
• Security and privacy → Privacy protections; Usability in
security and privacy.
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1 Introduction
Cameras are ubiquitous in everyday life, and bystanders may be

recorded unintentionally by smartphones, webcams, or camera-

equipped Extended Reality (XR) devices [4, 31–34, 36]. Because

bystanders often cannot determine whether and what a device

is recording [7], footage containing them may be shared online

without their awareness or consent [38]. Such recordings can reveal

sensitive information and thereby create privacy risks [25].

A common approach to protecting recorded individuals is to

make their faces unrecognizable [3]. Established methods include

masking (Figure 1a) and blurring (Figure 1b) [46]. Although effec-

tive, these methods are visually conspicuous and can reduce the

aesthetic quality of the footage [16]. Generative approaches instead

replace privacy-sensitive content with synthetic alternatives [45].

Face-swapping, for example, replaces the original face with a new

one (Figure 1c) while preserving the overall visual coherence of the

content [42, 45].

Prior work suggests that face-swapping can provide effective and

aesthetically pleasing obfuscation in static images [16]. Individuals

also perceive their own faces as protected when face-swapping is

applied to personal photos [17]. Whether these findings extend to

videos remains unclear. Facial motion can facilitate recognition,

particularly for familiar faces [19, 20, 30], and face-swapping typi-

cally preserves the original facial movements [42]. Consequently,

the preservation of facial motion may affect how face-swapping is

perceived in videos, revealing a potential trade-off between privacy

protection and visual appeal.

Privacy perceptions are also strongly context-dependent [29].

People may tolerate weaker but less disruptive obfuscation in public

settings, whereas recordings in more private or sensitive environ-

ments may require stronger protection. Accordingly, the suitability

of an obfuscation method may depend not only on its visual proper-

ties, but also on where a recording occurs and whose face is being

protected.

We investigate these factors through an online study and a lab-

oratory study. The online study (𝑁 = 121) examines how people

assess the sensitivity of different recording contexts and their need

for obfuscation. The laboratory study (𝑁 = 18) evaluates masking,

blurring, and face-swapping applied to participants’ own faces and

to another person’s face in videos representing contexts of different

sensitivities (Figure 1).

Our findings show that participants perceivedmasking as stronger

than face-swapping and generally prioritized stronger protection

for their own faces over visual appeal. In contrast, they favored

more aesthetically pleasing obfuscation when another person was

shown. We further find that recording context influences partici-

pants’ comfort and perceived need for obfuscation. These results

indicate that face-swapping is not a universally suitable solution

for video obfuscation and motivate context-sensitive controls that

account for the preferences of the person being protected.

Our work builds directly on human-centered evaluations of gen-

erative image protection for static images [16, 45]. We therefore

do not claim that evaluating subjective perceptions of generative

obfuscation is itself novel. Instead, we test the applicability of prior

image-based conclusions in a distinct setting in which the protected

content is specifically facial identity, participants encounter their

own familiar faces, the stimuli are short contextually framed videos,

and judgments are made from both the protected person’s and a

viewer’s perspective.

Contribution Statement. We contribute (1) an empirical compar-

ison of masking, blurring, and face-swapping for obfuscating one’s

own and another person’s face in contextually situated videos; (2)

evidence from an online study (𝑁 = 121) and a laboratory study

(𝑁 = 18) on how context and the person being obfuscated shape

preferences for privacy protection and visual appeal; and (3) de-

sign implications for context-sensitive and preference-aware video

obfuscation.

2 Related Work
This work draws from several strands of prior research, most im-

portantly, obfuscation methods and the contextual influence on

privacy and image recording.

2.1 Face Obfuscation Methods and Perceptions
of One’s Own Face

Masking and blurring are widely used to protect privacy-sensitive

facial information in images and videos [5, 15, 21, 23, 24, 48]. How-

ever, both methods can reduce visual quality, and blurring may be

vulnerable to deblurring or machine-based re-identification [22, 28,

39].

Generative approaches such as face-swapping offer an alterna-

tive to conventional obfuscation by replacing the original face with

https://doi.org/10.1145/3861188.3861193
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a synthetic identity while attempting to preserve the visual coher-

ence of the content. Although deepfakes are commonly associated

with deception and other security risks [18, 41, 43], recent work

has explored their use for privacy protection. For example, DeepPri-

vacy removes the detected facial region and generates a new face

conditioned on privacy-safe information such as sparse pose and

the surrounding image context [13]. Face-swapping can therefore

conceal facial identity without introducing the conspicuous visual

disruptions associated with masking or blurring.

Human-centered studies have examined how such generative

face obfuscation is perceived in static images. Khamis et al. [16]

compared synthetic face replacement with masking, blurring, pixe-

lation, and avatars and found that it could protect facial identity

while preserving the visual aesthetics of photographs. Xu et al. [45]

investigated a related but broader approach called generative con-

tent replacement. Rather than focusing specifically on faces, their

study covered 23 categories of privacy-sensitive content in third-

party dataset images and compared GCR with blurring, cartooning,

color filling, and removal. They found that GCR exhibited low edit

detectability, hindered the identification of specific content, and

achieved high visual harmony and overall satisfaction. Xu et al. thus

establish broader perceptual advantages of generative replacement,

whereas our work focuses specifically on face-swapping and facial

identity.

The perspective of the person whose face is being obfuscated

has also been examined in static photographs. Khamis et al. [17]

asked participants to apply obfuscation methods to themselves and

others in their personal photos. Both photo owners and depicted

individuals perceived face-swapping as effective and visually well

integrated. Together, these studies show that generative face re-

placement can balance identity protection and visual experience

in static images. However, they leave open how these conclusions

apply when face-swapping is used in short videos of participants’

own familiar faces, when facial and head movements remain visible,

and when evaluations consider recording context and differences

between self- and other-obfuscation.

2.2 Challenges in Obfuscating Video Footage
Applying face-swapping to videos introduces challenges that are

less pronounced in static images. Dynamic facial features support

recognition [12, 20, 40] and remain largely preserved because face-

swapping transfers the original facial movements to the synthetic

face [42]. Such motion cues can facilitate recognition even under ad-

verse viewing conditions and are particularly important for familiar

faces [11, 19, 30].

Initial work on video obfuscation reflects this concern. Wöhler

et al. [44] compared blurring, black boxes, and face-swapping in

360° videos. Although face-swapping was perceived as the most

realistic and least disruptive method, participants questioned its

effectiveness for protecting identity. However, it remains unclear

how people perceive face-swapping when it is applied to their own

faces in videos and how recording context shapes this assessment.

2.3 Contextual Influence on Privacy and Image
Recording

Privacy perceptions are context-dependent and shaped by situa-

tional norms governing who shares what information with whom

and under which conditions [2, 29]. Violating these context-specific

expectations can constitute a privacy breach.

Recent work on everyday AR sensor use further identified re-

curring categories of sensitive situations, including the presence

of confidential information, expectations of solitude, home envi-

ronments, and public locations [1]. Such classifications motivate

covering a broad range of situations, but do not determine which

concrete video-recording scenarios provide useful contrasts for

evaluating face obfuscation. Our pre-study therefore serves the

narrower purpose of selecting contextual configurations for the

subsequent laboratory study.

Prior work has therefore explored context-aware privacy mecha-

nisms for image recording and sharing. These approaches adapt ob-

fuscation to crowd density [9], allow individuals to specify context-

dependent protection preferences [35], or adjust sharing decisions

and information granularity based on image content, user behav-

ior, and requester context [49]. However, it remains unclear how

recording context influences people’s perceptions of the suitability

of different face obfuscation methods.

3 Research Approach
Building on image-based research on face-swapping and generative

content replacement [16, 17, 45], we investigate how these findings

apply to face obfuscation in videos. Rather than benchmarking

the general perceptual properties of generative replacement, we

focus on how recording context and the person being protected

shape perceptions of masking, blurring, and face-swapping. Com-

pared with Khamis et al.’s [16] initial viewer-oriented evaluation

of face obfuscation in static images, we examine participants’ own

familiar faces as well as another person’s face. We further extend

their subsequent study of self- and other-obfuscation in personal

photographs [17] by using videos across systematically selected

recording contexts. This face-specific focus also distinguishes our

research questions from Xu et al.’s [45] broader evaluation of GCR

across diverse privacy-sensitive content in dataset-based static im-

ages.

We address the following research questions:

RQ1 How does recording context shape perceptions of face obfus-

cation?

RQ2 Which face obfuscation methods do people prefer for their

own face in videos?

RQ3 How do people perceive obfuscation methods when someone

else is obfuscated in videos?

We conducted two studies. An online study examined the per-

ceived sensitivity of different recording contexts and informed the

selection of three contexts for the laboratory study. In the labora-

tory study, participants evaluated videos of themselves and another

person across these contexts, obfuscated using masking, blurring,

and face-swapping. Together, the studies address the influence of

context, obfuscation method, and the person being obfuscated.
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Ethics. Both studies received approval from our institutional

ethics committee. All participants were informed about the proce-

dure and data protection practices and provided informed consent.

4 Pre-Study: Evaluating the Sensitivity of Being
Recorded in Different Contexts

To answer RQ1 and select contrasting recording contexts for the

subsequent laboratory study, we conducted an online pre-study. The

purpose was not to derive a comprehensive taxonomy of sensitive

recording situations, but to empirically calibrate a bounded set of

candidate scenarios for studying face obfuscation in videos.

4.1 Study Design
Our online pre-study used a within-subject design with Context

as the independent variable. We constructed ten candidate scenar-

ios using a maximum-variation approach grounded in contextual

integrity and prior work on context-dependent privacy percep-

tions [1, 10, 29]. The scenarios covered home and institutional

settings, routine public activities, and situations that could disclose

health-related, political, or potentially stigmatizing information.

In selecting them, we varied the physical setting, bystander ac-

tivity, likely recording actors and audiences, potentially disclosed

information, and expected information flows. Thus, context was

treated as more than location: each scenario represented a particu-

lar configuration of social interactions, activities, audiences, and

possible disclosures. The scenarios therefore covered a diverse set

of privacy-relevant recording situations, as shown in Figure 2. The

videos were sourced from Pexels
1
.

4.2 Measurements
For each scenario, participants answered four Likert items adapted

from Hadan et al. [10], assessing recording likelihood, comfort,

information sensitivity, and the need for obfuscation. Two open-

ended questions elicited reasons for participants’ (dis)comfort and

possible mitigation strategies. We additionally measured general

online privacy concerns using the IUIPC scale [26] to characterize

the sample. IUIPC scores and demographic variables were collected

to characterize the sample and were not included as predictors in

our inferential analyses. The complete questionnaire is provided in

Table 1 in the appendix.

4.3 Procedure and Recruiting
We conducted the study in LimeSurvey

2
and recruited participants

through Prolific
3
. Participants received £3.80, and the median com-

pletion time was 28 minutes. After providing study information,

participants viewed the ten contexts in randomized order, each

presented through a short description and video, and completed

the corresponding questions. Two attention checks were included.

4.4 Participants
Recruiting via Prolific, we obtained a total of 𝑁 = 121 participants

who completed our online survey. Among them, 61 identified as

women, 59 as men, and one as non-binary. Thereby, our participants

1
https://www.pexels.com, last retrieved November 5, 2026.

2
https://www.limesurvey.org, last retrieved November 5, 2026.

3
https://www.prolific.com, last retrieved November 5, 2026

originated from Europe (67), Africa (35), as well as from North and

South America, Asia, and Australia (19). They were aged between

18 and 82 (𝑀 = 34.32, 𝑆𝐷 = 13.19). The participants’ IUIPC scores

had a mean of 5.57 (𝑆𝐷 = 1.18) for Control, 5.25 (𝑆𝐷 = 1.17) for

Collection, and 6.00 (𝑆𝐷 = 1.14) for Awareness.

4.5 Results
We analyzed the four context-dependent Likert items using Fried-

man tests, followed by Bonferroni-corrected Wilcoxon signed-rank

tests. Descriptive distributions are provided in Figure 9 in the appen-

dix, together with the complete post-hoc comparisons in Figure 10.

Context significantly affected perceived recording likelihood

(𝜒2 (9) = 126.05, 𝑝 < .001), comfort with being recorded (𝜒2 (9) =
136.09, 𝑝 < .001), need for obfuscation (𝜒2 (9) = 115.81, 𝑝 < .001),

and sensitivity of disclosed information (𝜒2 (9) = 186.05, 𝑝 < .001).

Recordings at a Red Light and a Demonstration were perceived

as particularly likely, although several public contexts, including

Shopping and Jogging, were also rated as more likely than indoor

settings such as the Waiting Room, Living Room, and Office. The
Waiting Room and Red Light consistently elicited the strongest pri-

vacy concerns: participants reported comparatively low comfort, a

high need for obfuscation, and high sensitivity of the information

disclosed. The Demonstration was likewise perceived as revealing

relatively sensitive information, whereas the Living Room was gen-

erally associated with lower recording likelihood, less need for

obfuscation, and lower perceived information sensitivity.

4.6 Implications for Further Investigation
To select contexts for the laboratory study, we prioritized comfort

with being recorded, need for obfuscation, and sensitivity of dis-

closed information, while perceived recording likelihood served

as a realism check. We sought lower-, intermediate-, and higher-

sensitivity configurations rather than selecting only the scenarios

that elicited the strongest privacy concerns. This allowed the labo-

ratory study to examine face obfuscation across contrasting levels

of perceived sensitivity and different activity structures. Based on

these indicators, we selected Living Room, Jogging, and Waiting
Room as lower-, intermediate-, and higher-sensitivity contexts.

Living Room represented the lower-sensitivity condition because

participants generally reported greater comfort, less need for ob-

fuscation, and lower information sensitivity. Qualitative responses

further associated this setting with familiar and trusted recorders.

Jogging served as the intermediate condition because it occupied

neither sensitivity extreme and introduced an open, public, and

physically active setting that contrasted with the two seated indoor

contexts.Waiting Room represented the higher-sensitivity condition

due to comparatively low comfort, a strong need for obfuscation,

and concerns about revealing health-related information.

These contexts provide analytically useful contrasts for the lab-

oratory study rather than representative proxies for all recording

situations with similar levels of sensitivity.

4.7 Limitations
The pre-study was designed to select contrasting scenarios for the

laboratory study, not to derive a representative taxonomy or esti-

mate the prevalence of privacy concerns across everyday recording

https://www.pexels.com
https://www.limesurvey.org
https://www.prolific.com
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Figure 2: Ten different contexts in which a bystander is recorded are visualized through frames of videos that participants
viewed before rating each context based on its sensitivity and the perceived need for obfuscation.

situations. The ten stock-video scenarios were purposively selected,

and each combined several contextual properties, including set-

ting, activity, likely recording actors and audiences, and potentially

disclosed information. Ratings therefore apply to the presented

configurations, and omitted situations or alternative descriptions

of the same settings might have produced a different ordering.

Accordingly, the three selected contexts should be understood as

experimental anchors rather than as representative categories of

low-, intermediate-, and high-sensitivity recording situations.

5 Laboratory Study: Comparing Perceptions of
Different Obfuscation Methods

Building on the insights from our online pre-study, we evaluate how

bystanders perceive different obfuscation methods in videos when

they are accidentally recorded by a camera in various contexts to

answer our research questions.

5.1 Study Design
Our lab study uses a within-subject design. We distinguish three

independent variables: Context, Method, and Person. The Con-

text variable includes the three selected settings with varying

levels of sensitivity, as detailed in Subsection 4.6: Waiting Room,

Jogging, and Living Room. Method comprises three obfuscation

techniques, which we refer to as Masking, Blurring, and Face-Swap.
Person has two levels: Own and Other’s obfuscation.

5.2 Apparatus
To evaluate participants’ perceptions of being recorded and obfus-

cated across contexts, we captured a facial image and recorded three

approximately 15-second videos of each participant in front of a

well-lit green screen using a full-HD webcam. Participants sat in an

Figure 3: Face-Swapping Process: DeepPrivacy first generates
a synthetic face from an image containing the bystander’s
face. FaceFusion then uses this synthetic face, along with
the original face video, to produce a face-swapped video. The
participant gave her consent to the publication of the pictures
taken.

armchair to represent a Living Room, sat on a chair to represent a

doctor’s Waiting Room, and jogged in place for the Jogging context.

We recorded the videos using Open Broadcaster Software (OBS)
4
,

which replaced the green screen with context-specific backgrounds.

We used static images for the Living Room andWaiting Room and a

reversed video of a park passing by to simulate running outdoors
5
.

We applied all three Methods to each video. For Face-Swap, we
followed Khamis et al. [16] and used DeepPrivacy [13] to generate

one synthetic source face for each participant. DeepPrivacy replaces

the detected facial region using a conditional generative model that

4
https://obsproject.com, last retrieved November 5, 2026.

5
https://www.pexels.com/video/an-off-road-cutting-trough-the-forest-5594981/, last

retrieved November 5, 2026.

https://obsproject.com
https://www.pexels.com/video/an-off-road-cutting-trough-the-forest-5594981/
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Figure 4: Procedure of the Lab Study: In the first part, participants viewed videos of themselves in a counterbalanced order
across different contexts. Each context began with a non-obfuscated video, followed by videos with different types of face
obfuscation, with corresponding questions. Afterward, they answered general questions about face obfuscation. In the second
part, participants were shown obfuscated videos of another person and asked corresponding questions, also in a counterbalanced
order. Finally, they responded to general questions about the obfuscation of other persons.

draws on privacy-safe information such as sparse facial pose and

the surrounding image context rather than the original facial pixels.

We then used the synthetic face and the original video as input

to FaceFusion
6
to produce the face-swapped video. The process is

illustrated in Figure 3.

For Masking and Blurring, we used YOLOv8
7
to detect faces in

each frame and Dlib
8
to identify facial contours. We processed the

detected regions using OpenCV
9
and Pillow

10
, following parame-

ters used in prior work [16, 24]. For blurring, we applied Pillow’s

GaussianBlur() with a radius proportional to the frame dimen-

sions; frames of 770× 552 pixels used a radius of 4. For masking, we

set all pixels within the predicted facial contour to black. Example

outputs are shown in Figure 1a and Figure 1b.

5.3 Measurements
Participants provided demographic information and completed the

IUIPC questionnaire to characterize the sample. These measures

were not used for subgroup comparisons or as predictors. To as-

sess perceptions of being recorded across contexts, we showed

participants the videos with their original faces and asked them

to imagine being accidentally recorded by another person. Using

7-point Likert scales, they rated recording likelihood, comfort, need

for obfuscation, and sensitivity of the disclosed information, and

explained their (dis)comfort in an open-ended response. We used

7-point scales throughout the laboratory study for consistency.

For each obfuscated video, participants rated six aspects: ease

of self-recognition, the range of people who might still recognize

them, perceived obfuscation strength, suitability for the context,

satisfaction with the edited video, and discomfort with the facial

modification. The recognizability item was inspired by Dunbar’s

social-circle model [8] and ranged from recognition by nobody to

recognition even by strangers. Because self-recognition and recog-

nition by familiar others may not directly correspond to the general

perception of obfuscation strength, wemeasured perceived strength

6
https://docs.facefusion.io/, last retrieved November 5, 2026.

7
https://yolov8.com/, last retrieved November 5, 2026.

8
http://dlib.net/, last retrieved November 5, 2026.

9
https://opencv.org/, last retrieved November 5, 2026.

10
https://pillow.readthedocs.io, last retrieved November 5, 2026.

separately. For example, some participants might consider an ob-

fuscation effective if it prevents recognition by strangers, whereas

others may only consider it effective if they cannot recognize them-

selves. Following Xu et al. [45], we measured overall satisfaction

with the edited video. We treat satisfaction as a broad evaluative

judgment rather than as a direct measure of aesthetic quality. Rat-

ings may reflect visual appearance, recognizability, discomfort with

the replacement identity, or other reactions to the edit. We did not

separately assess naturalness, visual harmony, or edit detectabil-

ity. Our remaining measures were not direct replications of Xu

et al.’s constructs: whereas they assessed viewers’ ability to infer

original content, we examined perceived obfuscation strength and

recognizability from the protected person’s perspective.

Participants additionally ranked the three methods for obfus-

cating their own faces and explained their choices. To compare

self-obfuscation with the obfuscation of others, they evaluated nine

pre-recorded videos featuring a male third person across the three

contexts and methods. For these videos, they rated satisfaction, ob-

fuscation strength, and contextual suitability. Finally, we assessed

whether participants prioritized strong protection or an enjoyable

viewing experience for their own and another person’s obfuscation

using two Likert items and an open-ended question. The complete

set of measures is provided in Table 2, Table 3, and Table 4.

5.4 Procedure
After receiving a study description and providing informed con-

sent, participants recorded a facial image and the three context

videos. While the obfuscated videos were processed, participants

received further information about the study and completed the

demographic questions and IUIPC questionnaire.

In the first part, participants evaluated videos of themselves

context by context. For each context, they first viewed the original

video, followed by the three obfuscated versions, and completed

the corresponding measures. The order of contexts and obfuscation

methods was counterbalanced using a Latin square. Participants

then answered general questions about the three methods.

In the second part, participants evaluated videos of a third person

across all contexts and obfuscation methods. The obfuscated and

original versions were presented side by side, with the obfuscated

face on the left. Contexts and methods were again counterbalanced.

https://docs.facefusion.io/
https://yolov8.com/
http://dlib.net/
https://opencv.org/
https://pillow.readthedocs.io
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(d) Sensitivity of Information

Figure 5: Boxplots visualizing the ratings for the different Likert items regarding the sensitivity of being recorded in a context
on a 7-Point Likert Scale.

Finally, participants reflected on differences between obfuscating

themselves and another person. The full procedure is illustrated in

Figure 4.

5.5 Participants
We recruited a total of𝑁 = 18 participants for our lab study through

university email lists and on-campus outreach. Of these participants,

9 identified as women and 9 as men, with ages ranging from 21 to

32 years (𝑀 = 26.17, 𝑆𝐷 = 3.17). The participants’ IUIPC scores had

a mean of 5.93 (𝑆𝐷 = .75) for Control, 6.06 (𝑆𝐷 = .86) for Collection,
and 6.35 (𝑆𝐷 = .75) for Awareness.

5.6 Limitations
Our laboratory stimuli were short, controlled green-screen videos

that differed not only in contextual meaning but also in visual and

behavioral properties. The Jogging condition involved physical ac-

tivity, an upright posture, and a moving background, whereas the

Waiting Room and Living Room conditions involved seated partici-

pants and static backgrounds. Although the videos contained facial

and bodily motion, they did not include evolving interactions, activ-

ities, or environmental changes and therefore represent constrained

contextual configurations rather than the full range of naturalis-

tic video. Consequently, differences between conditions cannot

be attributed exclusively to contextual sensitivity, and differences

from prior image-based findings cannot be attributed specifically

to facial motion or the video medium. Posture, participant motion,

background dynamics, and other differences between studies may

also have influenced the ratings.

Participants were also composited into researcher-selected con-

texts rather than recorded in situations they personally encountered

or selected. Consequently, they had to imagine the recording sce-

nario, and the selected contexts cannot represent the diversity of

individual privacy expectations. Moreover, context extends beyond

physical setting to include the recorder, intended audience, purpose,

information flow, and subsequent use of the footage. Our results

should therefore be interpreted as comparisons between experi-

mentally controlled contextual configurations rather than general

preferences for broad categories such as public or private spaces.

The laboratory sample was small (𝑁 = 18) and covered a limited

age range. It was therefore not suitable for estimating demographic

effects or stable participant-level differences. The qualitative re-

sponses illustrate variation within this sample but should not be

interpreted as indicating the prevalence of particular preferences

in a broader population.

Finally, our findings are specific to the evaluated pipeline and

one DeepPrivacy-generated face per participant. Because FaceFu-

sion preserves pose and facial motion while leaving cues such as

hair and head shape visible, perceived similarity, recognition, dis-

comfort, and satisfaction may reflect both the generated identity

and remaining cues. Different synthetic faces or pipelines could

therefore yield different results.

5.7 Results
In the following sections, we present the results of our lab study.

The first three sections focus on the quantitative findings related

to participants’ perceptions of being recorded in different contexts,

their views on their own obfuscated videos, and their reactions to

the obfuscation of others. Finally, we perform a thematic analysis

to explore the qualitative feedback provided by the participants.

5.7.1 Being Recorded in Different Contexts. We analyzed the four

context-related Likert items using Friedman tests, followed by

Bonferroni-corrected Wilcoxon signed-rank tests. Descriptive re-

sults are shown in Figure 5.

Context significantly affected perceived recording likelihood

(𝜒2 (2) = 11.2, 𝑝 = .003). Participants considered accidental record-

ing more likely while Jogging than in their Living Room (𝑝 = .003);

the remaining comparisons were not significant.We found no signif-

icant effect on comfort with being recorded (𝜒2 (2) = 4.41, 𝑝 = .11).

Context also affected the perceived need for obfuscation (𝜒2 (2) =
8.98, 𝑝 = .001), which was higher in theWaiting Room than while

Jogging (𝑝 = .019). Finally, perceived information sensitivity dif-

fered across contexts (𝜒2 (2) = 21.03, 𝑝 < .001): Jogging was rated

as less sensitive than both the Waiting Room (𝑝 < .001) and Living
Room (𝑝 = .002), whereas the two indoor contexts did not differ

significantly.
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Figure 6: Boxplots illustrating the ratings for the different Likert items related to the perception of various obfuscation methods
applied to one’s own face across different contexts.

5.7.2 Self-Obfuscation in Different Contexts. We analyzed partici-

pants’ ratings of their own obfuscated videos using Aligned Rank

Transform ANOVAs with Method and Context as independent

variables. Significant effects were followed by Bonferroni-adjusted

estimatedmarginalmean comparisons. Descriptive results are shown

in Figure 6.

Method affected the ease of self-recognition (𝐹 (2, 153) = 3.86, 𝑝 =

.023). Participants found themselves easier to recognizewhen blurred
than when face-swapped (𝑡 (157) = 3.37, 𝑝 = .003). The remaining

method comparisons were not significant. Neither Context nor

the interaction affected self-recognition.

Method also affected satisfactionwith the edited videos (𝐹 (2, 153) =
3.95, 𝑝 = .021). Participants were more satisfied with blurring than

with masking (𝑡 (157) = 2.56, 𝑝 = .033), while the other compar-

isons were not significant. We again found no effects of Context

or interaction.

Perceived obfuscation strength differed substantially between

methods (𝐹 (2, 153) = 14.67, 𝑝 < .001). Masking was perceived as

stronger than both blurring (𝑡 (157) = 5.87, 𝑝 < .001) and face-
swapping (𝑡 (157) = 3.90, 𝑝 < .001), whereas blurring and face-
swapping did not differ. Context and the interaction were not

significant.

For contextual suitability, we found effects of both Method

(𝐹 (2, 153) = 4.10, 𝑝 = .019) and Context (𝐹 (2, 153) = 7.80, 𝑝 <

.001).Masking was considered more suitable than blurring (𝑡 (157) =
2.44, 𝑝 = .048) and face-swapping (𝑡 (157) = 2.63, 𝑝 = .028). Across

methods, obfuscation was rated as more suitable while Jogging
than in theWaiting Room (𝑡 (157) = 2.63, 𝑝 = .028) or Living Room
(𝑡 (157) = 3.46, 𝑝 = .002). We found no interaction effect.

Method further affected the perceived number of people who

could recognize the participant (𝐹 (2, 153) = 4.96, 𝑝 = .008). Par-

ticipants believed that more people would recognize them when

blurred than whenmasked (𝑡 (157) = 3.22, 𝑝 = .005) or face-swapped
(𝑡 (157) = 2.48, 𝑝 = .043). Context and the interaction were not

significant.

Finally, discomfort with the edited face differed by Method

(𝐹 (2, 153) = 6.52, 𝑝 = .002). Participants felt more uncomfortable

with face-swapping than with blurring (𝑡 (157) = 3.58, 𝑝 = .002). The
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Figure 7: Boxplots illustrating the ratings for the various Likert items related to satisfaction, strength, and suitability of
different obfuscation methods for oneself (blue) and others (orange) across various contexts.

remaining comparisons were not significant. No effects of Context

or interaction emerged.

Participants’ overall ranking of the three methods did not dif-

fer significantly (𝜒2 (2) = 2.33, 𝑝 = .311). Descriptive results are

presented in Figure 8a.

Taken together, the measures reveal differentiated profiles rather

than a single superiormethod.Maskingwas perceived as the strongest

and most contextually suitable method. Participants expected fewer

people to recognize themwhen masked or face-swapped than when

blurred, although they found themselves easier to recognize when

blurred than when face-swapped. For satisfaction, only the differ-

ence between blurring and masking was significant; face-swapping

did not differ from either alternative. Face-swapping also produced

greater discomfort than blurring. Context affected contextual suit-

ability but not the other measures, and no interactions between

Context and Method emerged. Finally, participants’ overall rank-

ing of the methods did not differ significantly.

5.7.3 Self-Obfuscation and Obfuscation of Others in Different Con-
texts. To compare perceptions of self-obfuscation and the obfusca-

tion of others, we analyzed satisfaction, perceived strength, and con-

textual suitability separately for each Method using ART ANOVAs

with Context and Person as independent variables. Significant

effects were followed by Bonferroni-adjusted estimated marginal

mean comparisons. Descriptive results are shown in Figure 7.

For satisfaction, neither Context nor Person affected ratings for

Masking or Blurring. For Face-Swap, however, we found a significant
effect of Person (𝐹 (1, 102) = 7.87, 𝑝 = .006): participants reported

greater satisfaction with face-swapping when it was applied to

another person than to themselves (𝑡 (104) = 2.38, 𝑝 = .019). No

Context or interaction effects emerged.

Perceived obfuscation strength did not differ significantly by

Context, Person, or their interaction for any of the three meth-

ods. For contextual suitability, we found no significant effects for

Masking or Face-Swap. In contrast, suitability ratings for Blurring
differed by Context (𝐹 (2, 102) = 8.38, 𝑝 < .001): blurring was

considered more suitable while Jogging than in theWaiting Room
(𝑡 (104) = 3.27, 𝑝 = .004) or Living Room (𝑡 (104) = 3.95, 𝑝 < .001).

The two indoor contexts did not differ, and no Person or interaction

effects emerged.

Finally, a Friedman test showed that preferences for strong ver-

sus enjoyable obfuscation differed depending on the person being

protected (𝜒2 (1) = 9, 𝑝 = .003). Participants preferred stronger

obfuscation for their own faces, but more visually enjoyable obfus-

cation for others. The corresponding results are shown in Figure 8b.

5.7.4 Thematic Analysis. We conducted a thematic analysis [6] of

the open-ended responses. Two researchers independently open-

coded a subset of responses (𝑁 = 7), discussed their codes to develop

an initial coding tree, and applied it to the full dataset. Remaining

disagreements were resolved through discussion, resulting in three

themes.

Contextual Influence. Participants emphasized that the suit-

ability of obfuscation depends on the recording context. As P9

stated: “There may be situations where [...] I don’t need to be obfus-
cated. On the other hand, if I’m being filmed in a context that makes
me uncomfortable [...] I would like to be completely obfuscated as
much as possible.” Comfort was shaped by the personal information

revealed and the inferences others could draw. P3, for example,

expressed concern about the living room: “I don’t want to find any
recordings of it anywhere, as the living room is usually decorated in
a very personal way.” Similarly, P12 noted that “The setting of this
doctor’s room alone allows [...] conclusions to be drawn about my
illnesses.”

Other participants regarded some contexts as less sensitive or

had become accustomed to being recorded. P5 commented about

jogging: “It’s out in the woods, and anyone could see it anyway. [...]
If there are cameras, then it’s just normal you get filmed.” Responses
were not uniform.While many considered the living room sensitive,

P9 stated: “I don’t feel uncomfortable because the person recording
me has already been invited into my living room.”
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Figure 8: Participants’ ranking of the three obfuscation methods and their preference for a strong or enjoyable obfuscation for
themselves and others.

FaceObfuscationMethods. Face-swappingwas often perceived
as visually appealing but insufficiently protective because partic-

ipants still recognized themselves. P12 stated: “The change to my
face was too close to me. My hair stayed almost the same; the shape
of my head was exactly the same.” Others valued its subtlety, as P18

noted: “You don’t assume that this face is covering another person.”
However, this subtlety also raised concerns about deception. P17

argued: “You should be able to see that there is actually another face
behind it.”

Participants also described face-swapping as aesthetically pleas-

ing but sometimes unsettling. P8 commented: “It is a human face
and therefore looks the most beautiful to me,” whereas P15 stated:
“It’s just a bit weird to see yourself like that.” P16 additionally ques-

tioned the origin of the replacement face: “The face will come from
somewhere and then someone else’s face will be taken and that’s not
cool.”

Masking was viewed as strong but visually disruptive. P3 ex-

plained: “I find it more suitable to block out the face completely
because then it is the strongest method available,” while P5 remarked:

“This black box just looks awful.” Some participants also noted that

masking shifted attention to other identifying features. P10 stated:

“I somehow looked at the whole body, which somehow broke this ob-
fuscation for me, it helps me to focus on the person.”

Blurring was often seen as a compromise, although participants

questioned its effectiveness. P12 noted: “All of the facial features
were immediately recognizable,” and P8 added: “I’m not sure if the
blurring can be resolved.” In contrast, P17 described it as a middle

ground: “I think you can still see a bit of my face, but you don’t
recognize me.”

Participants further argued that face-only obfuscation may be

insufficient in sensitive settings. As P6 stated: “So then it’s even
better to somehow fade out the people completely and not just the
face.”

Difference Between Own and Others’ Obfuscation. Partici-
pants prioritized strong privacy protection for their own footage.

P14 emphasized: “The main thing is that I am obfuscated. It’s not
about whether others find it enjoyable.” P3 similarly stated: “I per-
sonally would like to protect my data, especially when it comes to
biometric markers, like the face.” At the same time, some participants

cared about their appearance, as P5 noted: “I don’t want to look so
weird.”

For others’ obfuscation, participants more often prioritized aes-

thetics. P12 remarked: “When I watch something that I find exciting,
I don’t want everything to be full of black boxes, because it’s dis-
tracting. But this face-swap would look cool.” Others questioned this

asymmetry. P8 stated: “If it’s important to me personally that people
don’t recognize me, it should also apply to all other people.” P11 sum-

marized the underlying tension: “It’s a double-edged sword, at the
same time I don’t want to be recognized, but it should still look nice.”

6 Discussion
Our evaluations reveal contextual differences in perceptions of

video obfuscation, variation across participants, and tensions be-

tween obfuscating one’s own face versus others. We discuss these

findings in relation to our research questions and provide design

recommendations for developers and video creators. The following

recommendations translate participants’ perceptions into support

for user decision-making. They should not be interpreted as tech-

nical security guarantees or as validated rules for automatically

selecting an obfuscation method. Our study assessed perceived

strength and recognizability, not actual resistance to human or

automated identification.

6.1 Contextual Influence on Video Obfuscation
In addressing RQ1, both studies found that participants’ ratings

of comfort, information sensitivity, and the need for obfuscation

differed across the presented contextual configurations. These dif-

ferences appear closely tied to the type of information revealed in

each context. For instance, recordings in a doctor’s waiting room

may disclose potential health conditions, whereas footage from a

living room could reveal personal preferences.

Moreover, the individual recording the footage and the intended

audience influence privacy perceptions. While sharing videos with

friends and family is typically not viewed as intrusive, privacy con-

cerns arise when companies exploit such recordings for purposes

like targeted advertising. These findings align with Nissenbaum’s

framework of contextual integrity [29], which emphasizes that both

the nature of the information and the recipient’s identity are critical

factors in shaping the flow of personal information and influencing

privacy perceptions.

In the laboratory study, ratings differed across the three contex-

tual configurations. Across methods, obfuscation was considered
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more suitable in the Jogging condition than in the two seated indoor
conditions. Because these stimuli varied jointly in contextual mean-

ing, posture, physical activity, and background motion, we interpret

this as a difference between the presented configurations rather

than as an isolated effect of contextual sensitivity. Moreover, the ab-

sence of an interaction between Context and Method means that

our results do not establish that a particular obfuscation method

is preferred for a particular context. Instead, the findings motivate

controls that allow users to adjust protection to the circumstances

and their own preferences.

Participants’ qualitative responses were not uniform. For exam-

ple, while some described jogging in public as harmless, others

expressed concerns about their physical appearance during the

activity. The online and laboratory studies also produced different

assessments of the living-room scenario. Such variation is consis-

tent with prior research showing that privacy perceptions can differ

across individuals and situations [37, 47].

However, our studies did not test whether demographics, stable

privacy preferences, or sample composition explained this variation.

The two studies also differed in their stimuli, procedures, response

scales, and whether participants viewed themselves in the footage.

We therefore cannot attribute the different assessments of the living-

room scenario to demographic or individual differences and treat

these only as possible interpretations rather than findings supported

by our analyses.

Together with prior evidence on the individual nature of privacy

perceptions, the variation in participants’ responses motivates con-

figurable privacy controls rather than uniform or demographically

inferred defaults. Systems should allow the people being protected

to adjust obfuscation to their own preferences and circumstances.

Recommendation 1: Elicit Context and Audience Rather
Than Infer Them
Before a video is shared, interfaces should ask the creator and,

where possible, the depicted person to indicate the intended

audience, privacy concerns, and desired degree of concealment.

These inputs should remain editable and should be used to orga-

nize obfuscation alternatives rather than to infer privacy needs

automatically from the scene or demographic information.

6.2 Preferences for One’s Own Obfuscation in
Videos

Regarding RQ2, participants perceived masking as the strongest

method for protecting their own faces, whereas face-swapping was

perceived as less protective and sometimes left recognizable cues in

participants’ appearance, head shape, hair, or movements. Impor-

tantly, we found no evidence that face-swapping provided a satis-

faction advantage over masking or blurring in the self-obfuscation

condition, and it produced greater discomfort than blurring. Satis-

faction should therefore not be interpreted as an isolated measure

of aesthetic quality. Instead, it represents a broader evaluation that

may incorporate visual appearance, self-recognition, and discom-

fort with the replacement identity.

These measures capture distinct judgments and were analyzed

separately. We therefore cannot determine whether participants

who were more satisfied with a face-swap also found themselves

more recognizable or whether discomfort contributed to their satis-

faction ratings. The qualitative responses nevertheless illustrate the

underlying tension: some participants described face-swapping as

visually appealing and less disruptive than masking, while others

found their replacement identity unsettling. Thus, face-swapping

may preserve visual subtlety without necessarily being perceived

as sufficiently protective for one’s own familiar identity. Examin-

ing the within-participant relationships among these judgments

requires a larger sample and an explicitly exploratory multilevel

analysis. We position this result within the broader face-swapping

literature in Subsection 6.4.

Furthermore, our findings raise ethical questions about the visi-

bility of obfuscation, especially face-swapping. Should obfuscation

be intentionally detectable to avoid misleading viewers? This issue

has already been explored in the context of deepfakes [18] and is

reinforced by our qualitative data. The literature suggests that in-

creased privacy awareness can influence user behavior [27], and in

the case of face obfuscation, making viewers aware of obfuscation

techniques might encourage more responsible sharing and use of

obfuscated footage.

The particular synthetic identity generated for each participant

formed part of the experienced face-swapping condition. Although

DeepPrivacy generates facial content without access to the original

facial pixels, the subsequent FaceFusion step and the unchanged

parts of the video preserve other identity-related cues, including

hair, head shape, body shape, clothing, posture, and facial and

head movements. Participants’ perceived similarity to their face-

swapped representation can therefore not be attributed solely to

the generated facial features. Moreover, similarity and comfort need

not vary in the same direction: a more dissimilar synthetic identity

might reduce self-recognition but could also intensify discomfort

with being represented by an unfamiliar face. Our study therefore

does not identify an optimal degree of similarity; it shows how

participants responded to the particular synthetic identities and

generation pipeline used here.

Participants’ observations that face-only obfuscation leaves such

cues visible also motivate an escalation step in which users can

extend the edited region after previewing the complete video. Possi-

ble options include full-body masking or replacement, cropping the

person from the frame, or concealing identifying elements in the

background. For instance, DeepPrivacy 2 [14] enables realistic full-

body replacement in images and may provide broader obfuscation

while preserving visual coherence. However, our study did not eval-

uate the effectiveness of these alternatives. Their implementation

and validation remain future work.
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Recommendation 2: Preview Alternatives and Support
Escalation
Masking was perceived as the strongest method, but the meth-

ods did not differ in their overall ranking. Interfaces should

therefore preview masking, blurring, and face-swapping in the

intended video rather than declare a universal winner. For face-

swapping, users could compare several synthetic identities. If

identifying cues remain in the hair, head shape, body, cloth-

ing, movement, or background, they should be able to extend

obfuscation beyond the face. Masking may be presented as a

conservative option when perceived protection is prioritized.

6.3 Difference Between Own and Others’
Obfuscation in Videos

Regarding RQ3, participants placed greater emphasis on protection

strength when considering their own faces and on an enjoyable

viewing experience when considering another person’s face. Mask-

ing was rated as the strongest method, but the overall ranking of

the three methods did not differ significantly. We therefore inter-

pret this result as a difference in the criteria participants prioritized

rather than as evidence that they universally preferred masking for

themselves.

For face-swapping specifically, participants reported greater sat-

isfaction when it was applied to another person than when it was

applied to themselves. The qualitative responses similarly suggested

that participants were more willing to accept visually subtle obfus-

cation for others, while some questioned whether this asymmetry

was ethically appropriate.

This finding extends research on the perspectives of photo own-

ers and depicted individuals in static photographs [17] by directly

contrasting the same participants’ evaluations of self- and other-

obfuscation in videos. It suggests that viewer evaluations may not

fully represent the preferences of the person whose identity is being

protected.

Recommendation 3: Give the Depicted Person Control
Over Approval
A creator’s preference for an enjoyable edit should not over-

ride the protection preferences of the depicted person. Where

feasible, interfaces should provide the depicted person with a

preview of the edited clip and request approval for the selected

method, particularly before face-swapping is applied. If creator

and depicted person disagree, sharing should pause until they

agree on an edit or a mutually accepted, more conservative

alternative is selected.

6.4 Positioning the Findings Within Prior
Face-Obfuscation Research

Consistent Observations. Several observations align with ear-

lier research on generative privacy protection. Participants de-

scribed face-swapping as visually appealing and valued its ability to

blend into the footage without the conspicuous disruption caused

by masking. This is consistent with Khamis et al.’s [16] findings

that synthetic face replacement can preserve the aesthetics of static

photographs. It also conceptually aligns with the low edit detectabil-

ity and high visual harmony reported for the broader generative

content replacement approach studied by Xu et al. [45], as well as

with Wöhler et al.’s [44] observation that face-swapping appeared

realistic and less disruptive in 360
◦
videos. Because our study did

not directly measure edit detectability, narrative coherence, or vi-

sual harmony, these similarities should be understood as consistent

observations rather than direct replications of those measures.

Qualifications of Prior Findings. Our results qualify the con-

ditions under which the benefits of generative face replacement

apply. Khamis et al. [17] found face-swapping to be perceived as

effective and visually well integrated when participants applied it to

themselves and others in personal static photographs. In our short

video stimuli, participants instead perceived masking as stronger

for protecting their own identities and frequently reported self-

recognition and discomfort with their face-swapped appearance.

Similarly, we did not observe a general satisfaction advantage for

face-swapping when it was applied to participants’ own videos.

These findings do not contradict the broader potential of generative

replacement demonstrated by Xu et al. [45]. Rather, they show that

its reported perceptual advantages do not uniformly transfer to

face-swapping in the self-obfuscation scenarios studied here.

Additional Insights. Our study further contributes evidence

about factors that were not jointly examined in this prior work. First,

evaluations differed between self- and other-obfuscation: partici-

pants prioritized stronger protection for themselves but evaluated

face-swapping more favorably when another person was shown.

Second, recording context shaped participants’ comfort with being

recorded, the perceived sensitivity of the disclosed information, and

their need for obfuscation. Together, these findings show that the

suitability of face-swapping cannot be determined solely from the

perspective of a viewer or from the visual properties of the edited

footage. It must also account for the preferences of the person being

protected and the circumstances in which the recording occurs.

Possible Explanations for Differences Between Images and
Videos. Videos introduce temporal identity cues that are absent

from static images. In our stimuli, face-swapping preserved partic-

ipants’ facial expressions and head movements, which may have

supported self-recognition despite the replacement of static facial

features [19, 20, 30, 42]. Temporal presentation may also make in-

consistencies or unnatural transitions in the generated facemore no-

ticeable than they would be in a single image. These video-specific

properties provide plausible explanations for why participants per-

ceived face-swapping as less protective or more unsettling than

reported in prior image-based studies.

However, our study was not designed to determine which of

these properties caused the observed differences. Facial motion and

temporal presentation varied alongside personal familiarity, genera-

tion quality, task framing, and participant population. Our findings

therefore show that conclusions from static-image studies do not

uniformly transfer to the self-obfuscation scenarios examined here,

but they do not establish whether motion, temporal artifacts, or

another difference between the studies was primarily responsible.
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Recommendation 4: Account for Differences Between Im-
age and Video Obfuscation
Videos introduce temporal cues that are absent from static im-

ages. In face-swapped footage, preserved facial and head move-

ments as well as potential inconsistencies across frames may

affect recognizability and discomfort. Developers should not

assume that image-based evaluations transfer unchanged to

video. Video obfuscation should additionally be evaluated for

motion-based recognizability and temporal consistency.

6.5 Toward a User-Controlled Obfuscation
Workflow

Taken together, our findings motivate a user-controlled workflow

rather than automatic selection of a supposedly optimal method.

First, the creator specifies the intended audience and sharing pur-

pose, while the depicted person is invited to state relevant con-

cerns and the desired degree of concealment. Second, the interface

presents masking, blurring, and face-swapping as previews within

the actual video rather than as isolated frames. The previews should

communicate that the methods differ in perceived strength, satis-

faction, recognizability, and discomfort, without presenting these

perceptions as guarantees of actual protection.

Third, the depicted person selects or approves an edit. If their

preference conflicts with that of the creator, sharing should pause

until a mutually acceptable edit is found. Fourth, the person re-

views the complete edited video for remaining cues in the face,

body, movement, clothing, or environment and can escalate from

face-only editing to broader obfuscation. A future semi-automated

system could use the elicited concerns to order or suggest alterna-

tives, but our findings do not validate an algorithm for automatically

selecting a method.

This workflow may be particularly relevant for smartglasses and

other wearable cameras, where prolonged or unobtrusive recording

can capture bystanders who have little control over the resulting

footage [1, 7, 36]. In such applications, the wearer may favor a

visually unobtrusive edit, while the depicted person may prioritize

stronger perceived protection—a conflict reflected in the asymme-

try observed in our study. These possibilities are application direc-

tions rather than features validated by our studies. Field research is

needed to determine how preference elicitation and approval can

operate when bystanders cannot readily be contacted.

7 Conclusion and Future Work
This paper investigated how recording context and obfuscation

method shape perceptions of masking, blurring, and face-swapping

when applied to one’s own and another person’s face in videos.

Based on our findings, we provide design recommendations for

developers and video creators toward more context-sensitive and

preference-aware obfuscation.

Our results show that context influences comfort with being

recorded, the perceived need for obfuscation, and the suitability

of obfuscation methods. For self-obfuscation, masking was consis-

tently perceived as the strongest method, whereas face-swapping

was considered less protective because participants still recognized

aspects of their identity and sometimes felt uncomfortable with

their altered appearance. Face-swapping was evaluated more fa-

vorably when applied to another person, revealing an asymmetry

between preferences for protecting oneself and judgments made as

a viewer.

These findings both support and qualify prior research. Consis-

tent with Khamis et al. [16], qualitative responses highlighted the

visual appeal and subtlety of synthetic face replacement. However,

participants’ responses to their own face-swapped videos differ

from findings in personal static photographs, where face-swapping

was perceived as effective and visually well integrated [17]. They

further show that the broader perceptual advantages of generative

content replacement reported by Xu et al. [45] do not uniformly

transfer to the face-specific self-obfuscation scenarios studied here.

Preserved facial and head movements offer a plausible explanation,

as motion can support the recognition of familiar faces. However,

because our design does not isolate motion or medium from fa-

miliarity, generation quality, and task framing, we do not attribute

these differences to video alone.

Our findings emphasize that privacy-preserving systems should

involve the people whose identities are being protected rather than

relying solely on the preferences of viewers or content owners. At

the same time, face-swapping and other forms of realistic content

replacement retain potential for balancing identity protection and

visual experience. Future work should investigate different syn-

thetic identities and generation pipelines, systematically examine

the role of facial motion, and evaluate more naturalistic recordings.

It should also explore whether full-body replacement can provide

stronger protection while preserving visual coherence. Overall, ob-

fuscation should be personalized and sensitive to the protected

individual, recording context, intended audience, and desired level

of protection.
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A Appendix
This appendix provides the questionnaires and additional statistical results for the online and laboratory studies.

Table 1: Online Study: Context-Related Questions

ID Item Item Type

Q1 How likely is it to be recorded unintentionally in such a context?

5-point Likert scales from

(“1-extremely unlikely” to

“5-extremely likely”)

Q2 How comfortable are you about being recorded unintentionally in such a context?

5-point Likert scales from

(“1-very uncomfortable” to

“5-very comfortable”)

Q3 I would like to be anonymized and made unrecognizable in the recorded images or video

if I am unintentionally recorded in this context.

5-point Likert

(“1-strongly disagree” to

“5-strongly agree”)

Q4 Please indicate how sensitive you consider the information being collected about you

when being recorded in such a context. Sensitive information is any information that

could cause serious mental, physical, or financial harm if it’s lost, misused, or shared

without permission.

5-point Likert scales from

(“1-not sensitive” to

“5-very sensitive”)

Q5 Why are you (not) comfortable being recorded in such a context? Open-ended question

Q6 What would you do if you were recorded in such a context? Open-ended question
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(d) Sensitivity of Information

Figure 9: Boxplots visualizing the ratings for the different Likert items regarding the sensitivity of being recorded in the context
on a 5-Point Likert Scale.
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Figure 10: Online Study: P-values (green, < 0.05; blue, >= 0.05) of the Wilcoxon signed ranks tests (Bonferroni correction) for all
comparisons for the (a) recording likelihood, (b) comfort with recording, (c) need for anonymization, and (d) sensitivity of
disclosed information.

Table 2: Lab Study: Context-Related Questions

ID Item Item Type

Q1 How likely is it to be recorded unintentionally in such a context?

7-point Likert scale from

1 (extremely unlikely) to

7 (extremely likely)

Q2 How comfortable are you about being recorded unintentionally in such a context?

7-point Likert scale from

1 (very uncomfortable) to

7 (very comfortable)

Q3 I would like to be anonymized and made unrecognizable in the recorded images or video

if I am unintentionally recorded in this context.

7-point Likert scale from

1 (strongly disagree) to

7 (strongly agree)

Q4 Please indicate how sensitive you consider the information being collected about you

when being recorded in such a context. Sensitive information is any information that

could cause serious mental, physical, or financial harm if it is lost, misused, or shared

without permission.

7-point Likert scale from

1 (not sensitive) to

7 (very sensitive)

Q5 Why are you or are you not comfortable being recorded in such a context? Open-ended question
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Table 3: Lab Study: Self-Anonymization-Related Questions

ID Item Item Type

Q6 I recognize myself very well in the video material.

7-point Likert scale from

1 (strongly disagree) to

7 (strongly agree)

Q7 To what extent do you find the video with your face edit satisfying?

7-point Likert scale from

1 (very unsatisfying) to

7 (very satisfying)

Q8 I feel my face is well anonymized by this method in this context.

7-point Likert scale from

1 (strongly disagree) to

7 (strongly agree)

Q9 This anonymization method is suitable for this context.

7-point Likert scale from

1 (strongly disagree) to

7 (strongly agree)

Q10 Who would recognize you?

1 (nobody), 2 (myself),

3 (close family), 4 (close friends),

5 (acquaintances), or 6 (strangers)

Q11 I feel uncomfortable with the edited face in the video.

7-point Likert scale from

1 (strongly disagree) to

7 (strongly agree)

Table 4: Lab Study: General and Others-Anonymization-Related Questions

ID Item Item Type
Q12 Rank the three anonymization methods based on your preferences for your own

anonymization.

Ranking from 1 to 3

Q13 Why did you rank the methods as you did? Open-ended question

Q7–Q9 For videos showing another person, participants again answered Q7 to Q9 concerning

satisfaction, perceived anonymization strength, and contextual suitability.

Same item types as

Q7 to Q9

Q14 In videos of myself, I think the anonymization method should be more . . .

7-point scale from

1 (enjoyable) to

7 (strong)

Q15 In videos of others, I think the anonymization method should be more . . .

7-point scale from

1 (very enjoyable) to

7 (very strong)

Q16 Why do you prefer strong or enjoyable anonymization for yourself or someone else? Open-ended question
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